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Corporate Background 

 
Visual Click Software was founded in May of 1999 by John T. McCann and Steve 
Garms. Visual Click’s first product, DSRAZOR® for eDirectory, NDS and NetWare 
file systems, was initially released in November 1999.  In November 2000, 
Visual Click released its second product, DSMETER® for eDirectory, NDS and 
NetWare file systems.  At the end of 2003 Visual Click released its third 
product, DSRAZOR for GroupWise. 
 
As a leader in automated security auditing, alerting and control technology, 
Visual Click Software serves over 600 customers worldwide across a wide range 
of industries including financial services, medical and healthcare, education, 
legal, insurance and government. 
 
Our strength is providing your organization with security access management 
solutions that are powerful yet cost-effective. 
 
Visual Click’s objective is to reduce network security risks within your 
organization while decreasing the time, complexity and costs of managing 
network security. 
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Overview 
 
Novell’s GroupWise is one of the most popular email platforms in-use today.  It 
includes many powerful features to help it to provide a reliable and robust 
email system.   
 
Auditing and Administration of GroupWise’s configuration as well as some 
important administrative functionality is supported sparsely or not at all. 
 
This document has been prepared to detail how DSRAZOR for GroupWise 
enhances, refines and supplements your ability to audit and administer your 
GroupWise installation.  DSRAZOR for GroupWise has been designed for all 
versions of GroupWise beginning with v5.5. 
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Auditing Accounts 
 
Auditing your GroupWise installation requires knowing how the accounts are 
defined and being used.  When auditing GroupWise, the following are of 
particular value: 
 

• Proxy access assignments 
• Disk space in-use, threshold and number of messages 
• Date of last account login 
• Accounts that have no password assigned 

 
The first three of these details can be discovered by using GWCHECK.  The 
fourth, Accounts that have no password assigned, is unique to DSRAZOR for 
GroupWise. 
 
Refining GWCHECK’s output 
 
Inspection of your GroupWise installation is enabled by the GWCHECK utility 
that is included by default with GroupWise.  With this tool you can perform 
many important functions.  You may already be familiar with it and its use.   
 
An important function provided by GWCHECK is its ability to report the details 
of all accounts including proxy access assignments, disk space in-use, number 
of messages, and date of last account access/login of each. 
 
Due to the comprehensive “all or nothing” nature of GWCHECK’s reporting, its 
report output for 200 GroupWise accounts can easily run in excess of 100 
megabytes!  This output size is attributed to the inclusion of all varieties of 
account activity.  For instance, the following is GWCHECK output for a newly 
created account: 
 
  Checking user = new1          (0ca)     99328 bytes, 12/22/03 16:41 ( last name ) 
    CONTENTS VERIFICATION/STATISTICS analysis of db \\your_server\sys\gwpo\user0ca.db 
      - 38 records found, last DRN = 43 
      - checking Preference records 
      - checking Personal Address Book records 
        Starting User-Defined Table check 
        User-Defined Table check complete 
        Starting address book sync 
        Address book sync complete 
        Starting PAB index check 
        PAB index check complete 
        Starting PAB duplicate book check 
        Duplicate book check complete 
      - checking Folder records 
      - checking Data records 
        1 FOLDER_RECORD (Universal Inbox) 
  User stats:  1 InBox, 0 OutBox, 0 WasteBasket 
  Disk space management values:  Size Limit - 0KB, Threshold - 0% 
      10237 kbytes in use by user's mail 
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This output represents about 900 bytes of data.  For an account that has been 
in-use for a while the output can easily exceed 1MB of data.  The result is 
complex and cumbersome data that is not readily usable. 
 
Imagine viewing and using an unformatted GWCHECK report in excess of 100 
megabytes, it can be very challenging.  The abundance of data and its 
formatting as generated by GWCHECK can essentially render its manual 
processing useless.   
 
Proxy access assignments 
 
GroupWise’s proxy access assignments provide the ability to grant specific 
rights between different accounts.  These assignments include: 
 

• READ: Mail/Phone 
• WRITE: Mail/Phone 
• READ: Appointments 
• WRITE: Appointments  
• READ: Reminder Notes 
• WRITE: Reminder Notes 

• READ: Tasks 
• WRITE: Tasks 
• SUBSCRIBE to my alarms 
• SUBSCRIBE to my notifications 
• MODIFY options/rules/folders 
• READ items marked private 

 
There are two primary methods to obtaining GroupWise proxy access 
assignments.   The first is to login to each account and manually check the 
proxy access assignments; this method requires knowledge of the account 
password.  The second is to use GWCHECK to create a report. 
 
The next example is a small section of GWCHECK’s output regarding proxy 
access assignments: 
 

97 GENERIC_RECORD check- ACCESS_RECORD 
- User [JBradstreet] has granted global access 

rights through <Minimum User Access> 
   Access granted for user <Minimum User Access> = 64 
98 GENERIC_RECORD check- ACCESS_RECORD 
   Access granted for user jcarroll = 20 
99 GENERIC_RECORD check- ACCESS_RECORD 
   Access granted for user lrogers = 20 

 
We regard this data format difficult to use for two reasons, (1) it is intermixed 
with other output regarding the particular account which means you must 
examine the entire output for each account, as mentioned earlier this can 
easily exceed 1MB per account;  (2) the proxy access assignment data is 
confusing due to the use of numbers to represent access privilege values, in 
preceding example the access privileges are described by numeric values. 
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When you use DSRAZOR for GroupWise, the output is formatted to be more 
user friendly as the following example reveals: 
 

 
 
This output can have rules set that can help you quickly identify those accounts 
that contain specific access assignments such as those that allow writing to 
other accounts. 
 
Disk space in-use, threshold and number of messages 
 
As shown in the first example, the details regarding disk space in-use, disk 
space threshold and number of messages in the INBOX, OUTBOX and 
WASTEBASKET are revealed by GWCHECK: 
 
  User stats:  3099 InBox, 6805 OutBox, 114 WasteBasket 
  Disk space management values:  Size Limit - 0KB, Threshold - 0% 
      220214 kbytes in use by user's mail 
 
Notice, the “User stats” line does not indicate the user/account name being 
detailed.  This name is revealed once, at the top of the particular account’s 
listing which requires “backing up” through 1MB or more of data to obtain.  
Therefore, manually connecting the GWCHECK report output user/account 
name to its disk space data can be a daunting challenge.   
 
When you use DSRAZOR for GroupWise, the output is formatted to be more 
user friendly as the following example reveals: 
 

 
 
Each of the columns seen can be sorted and rules can be applied to report just 
those accounts of interest whether they be using excessive amounts of disk 
space with no threshold set or simply have a very high number of “trash” 
messages.

May 18, 2004 
© 2004 Visual Click Software, Inc. 

 



May 18, 2004 
© 2004 Visual Click Software, Inc. 

 

 
Date of last account login 
 
Determining the last date of activity of your GroupWise accounts requires 
GroupWise 6.0 or later, earlier versions do not provide this functionality.  To 
view the last date of activity, use the Audit Report option within GWCHECK.  
The following is an example output: 
 
Audit report for user (test_user) on database \\your_server\sys\gwpodir\ofuser\user14b.db 
          Last activity time - 12/08/03 15:17 
          User reported as inactive 
 
User has been inactive for 161 days 
 

DSRAZOR for GroupWise will extract the last date of activity for each of your 
GroupWise accounts by automatically running GWCHECK.   
 
In addition to providing a more user-friendly view of the last date of activity, 
for instance, making the last activity date sortable, each account displayed can 
be acted upon.  For instance, the account can be deleted or you can reset its 
password.  This ability to take action directly from the report is one of the 
most powerful features of DSRAZOR for GroupWise. This feature is further 
detailed later in this document. 
 
 

Accounts that have no password assigned 
 
Within GroupWise there is no setting that requires each account to have a 
password.  And, because the GroupWise account password is not inextricably 
linked to any other agent (such as NDS, Active Directory and so on), it is 
entirely possible for accounts to have no password and for you to not know it. 
 
GroupWise accounts that do not have a password can result in unintended 
security consequences.  DSRAZOR for GroupWise provides you with the ability 
to scan and test each account to find those that do not have a password.  You 
decide the action to take regarding those accounts with no password.  For 
instance, from the same report that reveals such accounts you can immediately 
assign a password. 
 
Incorporating DSRAZOR for GroupWise into your GroupWise toolset will 
complement your ability to successfully audit your GroupWise installation. 
 
The next section will discuss the GroupWise management abilities provided by 
DSRAZOR for GroupWise.
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Managing Accounts 
 
Everyday management of GroupWise accounts often involves use of tools such 
as ConsoleOne or NWAdmin.  These all-encompassing interfaces provide access 
to abilities beyond those required for routine maintenance.  Additionally, these 
interfaces contain a large amount of functionality that cannot be isolated to 
only those actions required for routine GroupWise maintenance.   
 
For purposes here, we define routine maintenance of GroupWise as including: 
 

• Creation of Accounts 
• Deletion of Accounts  
• Changing of Passwords 
• Managing Distribution Lists 

 
DSRAZOR for GroupWise’s interface reduces the reliance upon ConsoleOne and 
NWAdmin when performing routine GroupWise maintenance.  The DSRAZOR for 
GroupWise patented1 interface allows for the creation of job-specific applets 
that perform only those functions you select.  This has the dual purpose of 
increasing your ability to delegate GroupWise management to others while 
increasing security since only the actions you preauthorize will be allowed. 
 
The following sections further detail how DSRAZOR for GroupWise will help 
you quickly and securely perform routine GroupWise account maintenance. 
 
Creation of Accounts 
 
With DSRAZOR for GroupWise creating GroupWise accounts can be 
accomplished by three different approaches: 
 

• New – direct 
o When directly adding new GroupWise accounts you are 

creating the account without associating it with any other 
entity such as an existing eDirectory/NDS account.  

• New – import 
o When importing new GroupWise accounts, you are importing 

the account from some type of script file, perhaps a CSV file.   
o While importing new GroupWise accounts, you can use 

DSRAZOR for GroupWise’s random password generator to 
assign a unique password to each new account. 

• Add to existing eDirectory/NDS account 

                                                 
1 U.S. Patent Number 6,438,742 



o When adding new GroupWise accounts to an existing 
eDirectory/NDS account, you are associating the new 
GroupWise account with an existing eDirectory/NDS account. 

o Adding new GroupWise accounts to existing eDirectory/NDS 
accounts can be done for multiple accounts at once. 

 
Additionally, DSRAZOR for GroupWise can be used to establish or change 
Address Book Visibility for multiple GroupWise accounts.  
 
Below is an example DSRAZOR for GroupWise applet for creating GroupWise 
plus eDirectory/NDS accounts.  The entire applet, including the layout of the 
screen and which portions of the Tree are revealed can be easily and quickly 
customized. 
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Deletion of Accounts  
 
With DSRAZOR for GroupWise deleting GroupWise accounts can be 
accomplished by two different approaches: 
 

• By association with an eDirectory/NDS account 
o When deleting an eDirectory/NDS account you can also delete 

its associated GroupWise account and the complete Home 
Directory structure. 

• By membership in a GroupWise Post Office 
o For GroupWise v6.0 and later Post Offices, the last activity or 

login date is available.  The last activity date can be used to 
reveal old and/or unused accounts.   

 
Below is an example DSRAZOR for GroupWise applet for deleting GroupWise 
plus eDirectory/NDS accounts.  The entire applet, including the layout of the 
screen and data columns shown can be easily and quickly customized.   
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Changing of Passwords 
 
With DSRAZOR for GroupWise changing GroupWise account passwords can be 
accomplished by two different approaches: 
 

• GroupWise Account Only 
o When changing only the GroupWise account password, it will 

not automatically synchronize with any other accounts. 
• GroupWise and eDirectory/NDS Account 

o Change both the GroupWise and eDirectory/NDS account 
password with a single click. 

 
Below is an example DSRAZOR for GroupWise applet for changing passwords 
for GroupWise plus eDirectory/NDS accounts.  The entire applet, including the 
layout of the screen and data columns shown can be easily and quickly 
customized.  As mentioned earlier, if you are using DSRAZOR for GroupWise to 
import accounts, you can specify that a unique random password be generated 
for each account. 
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Managing Distribution Lists 
 
With DSRAZOR for GroupWise managing GroupWise Distribution Lists can be 
accomplished by two different approaches: 
 

• Account  
o View Distribution List membership and participation type for 

each GroupWise account.  
o Discover GroupWise accounts that do not belong to any 

Distribution List.  This ability is unique to DSRAZOR for 
GroupWise.  Use this ability to ensure each account belongs to 
at least one Distribution List.  This approach provides the 
ability to view and document Distribution List membership. 

 
• Distribution List 

o View membership per Distribution List including the 
participation type. 

o Add GroupWise accounts to Distribution List membership. 
o Remove GroupWise accounts from Distribution List 

membership. 
o This approach provides the ability to modify Distribution List 

membership as well as document membership. 
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Technical summary 
 
DSRAZOR for GroupWise functions with all versions of GroupWise 
beginning with v5.5. 
 
DSRAZOR for GroupWise functions with all versions of NetWare. 
 
DSRAZOR for GroupWise functions with all versions of eDirectory and NDS. 
 
 
 



May 18, 2004 
© 2004 Visual Click Software, Inc. 

 

 

Conclusion 
 
This document has presented how DSRAZOR for GroupWise enhances, refines 
and supplements your ability to audit and administer your GroupWise 
installation.   
 
To learn more about DSRAZOR for GroupWise and to experience your  
free 7-day trial, please visit: 
 

http://www.visualclick.com 
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